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1. INTRODUCTION 

Honeypots have lately gained a lot of attention by the researchers especially in the area of network security. Due to the 

deployment of distributed honeypots across networks, the amount of collected data is huge. This huge amount of data is 

important and relevant for data evaluation and analysis.  The researchers have been proposing tool and techniques for 

automated analysis that can work independently and provide solutions using techniques for data mining, machine learning 

and statistics. Some of those techniques yield good results however require a large number of features gathered by network 

traffic to detect valuable information. A honeypot is defined as a computer system susceptible to one or more threats and 

deployed on the network for the purpose of logging and studying attacks. Honeypot is a useful tool for collecting valuable 

information about the attacker and the techniques used by the attackers. The main objectives of honeypots are to divert the 

malicious traffic and attackers away from the real system, to get early warning of the critical attacks that hit the system and to 

collect information about the attackers. Analysis and characterization of various types of attacks using the honeypot log files 

can be very demanding task as the data is enormous. Many of the security firms across the globe are busy preparing patches 

for malware that existent today. But for the new variant of malware that keeps bypassing the network securities it becomes 

difficult to identify them. As the technology advances, malware is also becoming smarter day by day and polymorphic 

malware are the latest in this domain and are difficult to detect. 

This paper is organized in five sections. Introduction of honeypot and need of malware analysis is discussed in section I. 

Section II describes the review of literature of work done by various researchers to analyze the malware. Section III describes 

the honeypots used for malware collection and in section IV process flow of malware analysis is discussed. Finally the paper 

concludes and future work is presented in section V.  

 

2. LITERATURE SURVEY 

Chris Moore[1] investigated methods to detect ransomware activity by implementing honeypot, and selected two options, the 

File Screening service of the Microsoft File Server Resource Manager feature and Event Sentry to manipulate the Windows 

Security logs.  

Spitzner [2]defined honeypot as "a security resource whose value lies in being probed, attacked or compromised". Further, 

honeypot doesn‟t “fix” anything, nor they provide any solution to any problem, they are just a tool. This tool can either be 

used for constructive or destructive purposes depending on the interest of the user as how they want to utilize it. 

 In paper [3]author have used the Honey analyzer as a tool for Honeyd logs analysis with a web based interface in a RDBMS. 

They have analyzed the data collected from honeypot for possible attacks, scans and malware. Their proposed signature 

extraction system divided into three parts: 

Data Capture that is components for traffic logging where they deployed honeyd and TCPdump for collection of data.  

Data analysis that is extraction and analysis of components. This contains data analysis part for extracting attack signature 

using signature extraction mechanism. 
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Signature extraction that is it consists of steps to extract good quality signatures. 

Author in [4] proposed framework for analysis of data collected by different types of honeypots. The framework that they 

have used consists of client and server part. The purpose of the client part is to convert data from honeypot and transfer it to 

database. This transfer data is stored and analyzed in one place that is server part. 

K- Nearest neighboring approach for classification of malware is proposed in [5]where the data collected from the honeypot 

is classified. In this paper author also study approaches for analysis of malware behavior and open source web technologies 

like PHP and MySql are also studied. 

In [6] author demonstrated the limitation of antivirus because antivirus recognize only 30 – 50 percent of malware sample. To 

avoid this problem author proposed the approaches for automated malware analysis and classification. The behavioral 

fingerprint of the malware activities is created and the execution of the same is performed in the virtualized environment. 

In [7], the malware collection system designing and implementation based on client honeypot is presented. Malicious URLs 

were visited on the system to find malware dropped on the system. 

 

3. HONEYPOT FOR MALWARE COLLECTION 

Honeypot play an important role in intrusion detection. System administrator or a researcher require it to detect any kind of 

intrusion occur on the network. Security researcher requires honeypots because honeypots provide useful information about 

malware and their exploitation and they also notify about the malware location from where malware come and how big the 

malware is. System administrator requires honeypots because honeypot is the first machine that will be hit in your network 

and they can raise the alarm in case of any intrusion. 

The following are two of the popular honeypots that detect the malware. The type of data that these honeypots capture is also 

depicted in this section. 

 

3.1. Nepenthes 

It is a low interaction honeypot that offers high degree of expressiveness. The core functionality of nepenthes is that it 

emulates the vulnerable services and the downloading malware exploit these vulnerable services. Nepenthes was named as 

the official software designed for collecting malware itself. It consists of many modules [8]: 

Vulnerability modules: - It imitates the vulnerable part of services on network. 

Shell code parsing: - This module analyzes the received shell code and extracts information about the malware that propagate 

itself. 

Fetch modules:-Here Malware is downloaded from the remote location by using the information that is extracted by shell 

code parsing module. 

 

 
Figure 1 – Raw data from nepenthes[9] 

 

The following data is recorded when a malware piece has been downloaded by nepenthes. The basic format of stored data is  

Date- YYYY-MM-DD  

Time- HH:MM:SS) 

 Source IP 

 Destination IP 

 Protocol (serving IP: Port)/Payload name. 

 

3.2. Dionaea 

Dionaea is a malware capturing honeypot that was initially developed under „The Honeynet Project‟s 2009 Google Summer 

Code‟ [11]. Main aim of dionaea is to catch malware that exploit the vulnerabilities uncovered by services presented on 

network and obtain a malware copy. Dionaea is a modular architecture that embeds python as its scripting language to 

emulate protocols. Dionaea is the Nepenthes successor. Dionaea contain exploitable bugs and to minimize its impact it runs 

in a restricted environment without any administrative privilege. 
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Figure 2- Data Collection in Dionaea [10] 

 

The data that this honeypot collects is depicted in figure 2 shown above. It can be seen that the number of connections that 

have been reported are 313.The associated IPs are 210. As shown in image right side shows some sections which are as: 

Data:-In this section connections and downloads will display sorted lists which allow you drill into the data for much more 

information. Filters can also be used in these two lists to further refine what is shown.  

Graphs: - The options shown in this section consists of services, URL, IP, etc. Depending on the option chosen it create a top 

10 bar graph or line graph of relevant data. 

Maps: - This section shows past data as well as real time data. 

Dionaea trap malware from various protocols like server message block (SMB), HTTP, FTP and TFTP. These protocols may 

provide history of exploitable bugs or create directories of files. Each has different role to exploit malware. 

 

4. PROCESS FLOW OF MALWARE COLLECTION AND REPRESENTATION 

As soon as the traffic from the internet flows inwards on the network the following steps and procedures occur. The focus 

presented in this diagram refers only to the injected malicious code. In the first step when the malicious code is injected in the 

internet, the malware capturing honeypots that are deployed on the network capture data. This captured data is retrieved from 

the honeypot. Retrieved data is collected in the form of binary format. The data in binary format is extracted in the form of 

executable files. From that executable files the web based malware is analyzed by using Sandbox.  

Sandboxing is a security term in which a program is set aside from one another so that when errors or any security issue 

occur those will not spread to other areas of computer. Sandboxing protect networks, devices, and endpoints from malicious 

attacks, cybercriminals, ransomware etc. For analysis various classification algorithms are apply on the data. Here 

classification is performed to classify the data into different classes. It will differentiate the malicious software like 

backdoors, Trojan horse, worms, virus etc. into different classes.  

The classification techniques that are used here explained in the next section. Classification is performed by using K- nearest 

neighbor or naive – bayes classifier. After classification the malware application is executed into any graphical user interface 

database like MySql. Save new web based records into database for future reference. The data that is analyzed can be 

presented in the form of graphs. 

 
Figure 3: Flow of work done 

 

Data that is collected by honeypot is retrieved for analysis and the result is stored in database. Malware is analyzed by using 

different classification and clustering algorithms. These are explained below:- 
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5. APPROACHES USED FOR CLASSIFICATION 

K- Nearest Neighbor (KNN) approach for Malware classification 

It is the simplest machine learning algorithm used for classification of malware. Classification is used to predict to which 

particular class new object belong from the set of predefined classes. KNN is a supervised learning algorithm. The data and 

the target variable are known beforehand. Training process that is used in this algorithm consists of storing labels and feature 

vector of the provided trained data. The unlabelled points that are to be classified is assign to the nearest label of k- 

neighbors. Unlabelled data points are classified based on the k- nearest neighbor label by using majority voting. 

The value of K is chosen by means of heuristic techniques. If the classes are of even number then it is good choice to choose 

the value of K odd. Similarly in case of odd number of classes the value of K should be even. Each string pattern image is 

converted to a fixed length vectors with real number. The most familiar distance function used for KNN is Euclidean distance 

which is given as: 

D(x, y) =     (xi − yi)
2k

i=1   …………Eq.  (1) 

Where x and y are the query points. 

 
Figure 4: A KNN Approach for Malware Classification 

 

In figure 4 three classes of malware have been taken that is bot, spyware and adware [12]. String pattern in this diagram is 

shown by triangle, circle and square. In this diagram the test sample is assigned the green circle If K =1 the value of test 

sample should be assign to the blue square because there is only one blue square inside the inner circle. If K = 3 (for solid 

line circle) the value assigned to the blue square again because in the inner circle the blue square is in majority. 

Naive- Bayes Classifier 

It is a machine learning algorithm primarily used for text classification. It require high dimension of training data sets. I t is a 

probabilistic classifier. It makes the assumption that the occurrence of certain feature is independent of the occurrence of 

other features that means features are not related to each other. This classification algorithm can be used if some information 

and training data sets is known and want to estimate probabilities from inadequate data. The main advantage of naive bayes 

classifier is that it takes very less time for training. Bayes rule in terms of malware classification is given as: 

Suppose that malware is classified into three different classes like bot, adware and spyware. The probability of these three 

given a dataset is represented as: 

P (CLASS|DATASET).Class could denote the three types of malware that is bot, spyware and adware where the | symbol 

translate to given dataset. It can be shown that- 

P (CLASS|DATASET) is proportional to P (DATASET|CLASS)*P(CLASS) 

Here the P (CLASS) represents the prior probability and P(CLASS|DATASET) is the posterior probability. The parameters 

that are discussed above are very important and most important is the prior value that gives a statistical bias towards the 

resulting CLASS out of entire sample set. Here the conditional quality is that if the type of given dataset is known previously 

and try to confirm if it is bot/ spyware/adware. Thus the probability for each of these is: 

P (BOT|DATASET) = P (DATASET|BOT)*P(BOT) 

P (SPYWARE|DATASET) =P (DATASET|SPYWARE)*P(SPYWARE) 

P (ADWARE|DATASET) =P (DATSET|ADWARE)*P(ADWARE) 

The algorithms discussed above used for classification of malware into different classes. Malware can also be analyzed by 

using clustering algorithms. K – means is the most popular clustering algorithm.  

 

6. APPROACH USED FOR CLUSTERING 

6.1 K- Means Clustering 

Clustering is grouping similar objects together and it comes under unsupervised learning. It is the process in which datasets 

are divided into groups such that the member belongs to same group are as similar as feasible and different group members 

are dissimilar as feasible from one another. Malware clustering could allow a quicker response to any kind of new threats and 

better understanding of activities performed by malware. K- Means clustering algorithm is the widely used algorithm in 

machine learning. In this algorithm data is divided into K clusters. For each and every cluster it first defines the data points 

which are known as centroids. These centroids should be place far away from each other. Next, take each point belongs to a 
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given data set and associate it to the nearest centroids. When no point remains left the first step complete and an early 

groupage is done.  

Given a set of data samples (x1, x2,……..,xn) , where each sample is a d dimensional real vector, K mean clustering partition 

the n- observations into K sets such that (k<=n). Re calculated the K new centroids at this point as barycenter of the cluster 

resulting from the previous step. After having new K centroids  a binding has to be done between the data points that belong 

to the same data set and the nearest new centroid. A loop has been formed. 

As a result of this loop we may notice that the K centroids change their location step by step until no more changes are done 

or centroids do not move any more. Finally, this algorithm aims at minimizing an objective function known as squared error 

function given by:  

J V =    ( ai − bj )2ci
j=1

c
i=1     …………..Eq.  (2) 

Where,   ai − bj  is the Euclidean distance between ai and bj 

ci is the number of data points in ith cluster 

c is the number of cluster centers.   

 

7. CONCLUSION AND FUTURE WORK 

This paper presents the overview of technique and algorithms used for analysis of malware. Malware are captured by using 

well defined honeypot setup. From there the data is retrieved that is stored in binary format. This data is analyzed later to 

classify malware into different classes and to cluster the malware if possible. Many security researchers have already done 

work to classify the malware but in future clustering with classification can be used for better analysis of malware. 
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